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Abstract—Analysis of published papers on criminal behavior 
raises questions about whether even the nature of cybercrime 
leaves room for the usual characteristics that show up in other 
types of criminals. This issue provides enough basis to consider 
a descriptive and quasi-experimental research aimed only at 
cybercriminals, which is also the aim of this paper. Taking into 
account the fact that there are almost no papers published on 
the same subject, the methods of this research are based on the 
gathering and analysis of raw data - videos and interviews of 
various cybercriminals, some under their real identity and 
others using pseudonyms. The observed characteristics will be 
compared with those of other types of criminals and with each-
other, in an attempt to distinguish between causes and 
correlations in personality, social, economic and possibly other 
external and internal factors. 
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I. INTRODUCTION 
Out of all phenomena that have been studied in individuals 

or groups, crime continues to have the higher priority. Over 
the years there has been a great number of papers published 
on analysis and categorization of behaviours that can lead to 
criminal activity. The success has been so great, that now 
psychologists and detectives are trained on what to be aware 
of in their work.  

However, when we take a look at the nature of cybercrime, 
there is almost no room for the usual "guidance manual". 
Aggressivity, for example, is a trait that is often present in 
many types of antisocial disorders, but it would be hugely 
disadvantageous to a cybercriminal, especially if the type of 
cybercrime is of such nature where patience and stubbornness 
are the main ingredients for success. Also, usually 
programmers or the DevOps team is not concerned about 
ethical issues in Developing [34]. 

II. PREVIOUS WORKS 
In August of 2021, International Journal of Environmental 

Research and Public Health published a systematic review [2] 
using full text articles and research with at least 20 
respondents, each one published at least in or after 2016, in an 
attempt to find the link between individual personality traits 
and criminal behaviour. The conclusion was that through this 
review, it is transparent that major personality traits such as 
psychopathy, low self-control, and a difficult temperament 
can be measured using various scales/inventory or secondary 
data. Thus, it is suggested that the interventions that aim to 
reduce the risk of criminality should begin during the early 
childhood stage since some of the existing evidence agrees 

that youths usually start engaging in criminal activities after 
reaching the age of 15 years old. Moreover, the identification 
of personality traits regardless of gender is also crucial to 
initiate appropriate preventative strategies for vulnerable 
groups such as children, at-risk youths, and adolescents."  

An individual with low self-control and difficult 
temperament can grab something from the store in the heat of 
the moment, and would be impossible to be reasoned with 
when confronted, but it is difficult to believe that such an 
individual can spend hours, weeks or months of trial and error 
in his attempts to find system vulnerabilities.  

An exception from the earlier systematic collection and 
other studies of the same nature will be James Oleson's 
"Criminal Genius" [1]. Oleson points out a huge flaw in many 
studies of criminal behaviour: They mostly take data from 
already convicted criminals. What about the ones who never 
get caught? He and his team published a questionnaire that 
was filled anonymously from hundreds of people, 44 of which 
accepted follow-up interviews.  

Their findings were quite the revolution: Many individuals 
confessed to numerous crimes that were never reported. Upon 
further interrogation and psychological analysis, it was found 
that all of them had extraordinarily high IQs (130+). So, the 
relationship between crime and IQ that was previously 
believed to be linear, now had a parabolic shape. In Layman's 
terms, most crimes were committed either by people with 
really low or really high levels of intelligence, but the 
difference was that the second group hid their traces very well.  

The characteristics of these high IQ criminals are as 
follows: "In addition to having higher IQ scores, the index 
group was proportionally more male, white, foreign, and 
unemployed. Fewer were heterosexual and proportionately 
more were separated, divorced, or living with a partner. They 
were older, were better educated, earned more, and were less 
religious. They were significantly more likely to report 
suffering from a mental illness, and a larger percentage of 
those who suffered from a mental illness also received mental-
health treatment... Females had higher than average measures 
of addiction and although males more closely resembled 
controls than prisoners on a scale for criminality, they had 
higher criminality scores. Respondents had lower than 
average measures of extraversion, impulsiveness, and 
empathy. Males had lower than average measures of addiction 
but higher than average lie scores, suggesting potential 
dissembling on the test, while females had lower than average 
lie scores."  

What we want to point out about this study is the fact that 
the people that accepted follow-up interviews in person were 
mostly older in age, ranging from 70 years old and up. No 20-
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year-old risked getting their identity known, for obvious 
reasons. Keeping this in mind, the collected audience was 
raised in a time period where they experienced WWII and also 
were subject to the cruel ways people punished homosexuals, 
which leaves very little room for surprise in the conclusion 
that a lot of them suffered from mental illness and very few 
were heterosexuals. Although there are multiple studies on 
cybercrime, few of them aim to understand the psychology of 
the offenders, which is understandable considering the fact 
that right now it is more crucial to understand the types of 
cybercriminal activity and its distribution by nationality, age 
and gender. However, a recently published paper [3] may 
show that this field of interest might prove to be very valuable.  

This new study, done on Dutch youths in secondary or 
tertiary education (with ages between 12 and 25), who were 
following ICT programs, tracks, or courses, revealed that 
although many of them had committed cybercrimes, they did 
not display the expected characteristics of a cybercriminal nor 
were they affected by factors that are stereotypically 
associated with such offenders, e.g., knowledge of computers, 
academic failure, gaming, age, etc. 

 

TABLE I.  EFFECT OF VARIOUS FACTORS IN CYBER-DEPENDENT 
DELIQUENCY 

Cyber - dependent delinquency 
Individual factors Environmental factors 

-Age 
+ Low self-control 
+ Good social skills 
+ Computer addiction 
+ ICT knowledge 
+ Positive cyber- behavior 

 

a. Minus (-) = negative significant effect 
b. Plus (+) = positive significant effect 

 

TABLE II.  EFFECT OF VARIOUS FACTORS IN CYBER-ENABLED 
DELIQUENCY 

Cyber - enabled delinquency 
Individual factors Environmental factors 

-Age 
+ Low self-control 
+ Good social skills 
+ Computer addiction 
+ Positive cyber-behaviour 

+Home alone 
-School satisfaction 
+ICT education satisfaction 

a. Minus (-) = negative significant effect 
b. Plus (+) = positive significant effect 

 

TABLE III.  EFFECT OF VARIOUS FACTORS IN TRADITIONAL 
DELIQUENCY 

Traditional delinquency 
Individual factors Environmental factors 

-Age 
+ Low self-control 
+ Good social skills 
+ Computer addiction 
- ICT knowledge 
+ Positive cyber-behaviour 

-Offline rules by parents 
-Online rules by school 
-School satisfaction 
+ICT education satisfaction 

a. Minus (-) = negative significant effect 
b. Plus (+) = positive significant effect 

 

 

 What is intriguing about these results is the fact that:  

• A surprising overlap was found between cyber-
delinquent behavior and positive cyber behavior, 
meaning that these pupils didn't always use technology 
for negative cyber behavior, or believed that their 
negative cyber behavior was justified. 

• If pupil A confessed to having done something online 
that was illegal or unethical for fun, their friend, pupil 
B, who was observed to be a more of a hot-blooded 
kid, thought that A reacted that way online because he 
was provoked. This raises the concern that young 
people, unconsciously, tend to identify with their peers 
as much as possible, meaning that they are also more 
susceptible to justifying their friends' behaviors in 
order to feel connected to them. 

The interesting dichotomies include the fact that many of 
these children were not socially withdrawn, but seem to have 
little clue about the actual cyber behavior of their friends, and 
the fact that children that committed cybercrimes also used 
their skills to help their peers or online friends. They didn't 
show typical unethical traits. A slight set-back, however, is 
that in the list of cyber-negative behaviors were actions such 
as: lying about your identity online, creating accounts with a 
fake name and/or birthday, lying or faking personal 
information such as home address or phone number, etc. We 
found these criteria to be a bit too strict, as many people do 
these things, especially younger generations. 

III. METHODS 
To obtain a better picture on how these individuals think 

and behave, interviews of known cyber criminals will be 
analysed (if possible, several interviews/videos for each of 
them, recorded some time apart - preferably years apart). We 
will see how these people rank on the traits that were 
highlighted in the studies cited, namely: 

• Signs of psychopathy/sociopathy  

• Low self-control 

• Difficult temperament 

• Academic education 

• Family situation 

• Addiction 

• Dishonesty 

• Reported mental illnesses 

They will also be checked for possible characteristics that 
show up frequently but are not listed above.  

IV. RESULTS 
Throughout the process, some surprising environmental 

factors popped up. 40% of individuals stated that many 
databases of citizen personal data existed all around the globe. 
America had already made this news public, with the 
explanation that during the World War many hackers worked 
with the government to attack opposing countries. Years after 
the war ended, these hackers, in order to make profit, sold their 
data.  

So, if you want to call abroad with stolen identities and 
buy various products, you don't have to be knowledgeable in 
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computer science. Of course, it doesn't work most of the time, 
but with a long list, even 1/10th chance of success can add up 
to 10 000 successes. Scammers that used bought data did in 
fact exhibit some of the traits of general criminals, this list 
including traits of psychopathy, sociopath, dishonesty, low 
self-control, economic difficulties, etc. [8-11][13][25] In 
cybercriminals that used computer knowledge for hacking, 
these traits were not apparent. Only one cybercriminal had 
problems with addiction and mental illness [14-19]. 

Fig. 1. How cybercriminals rank in the characteristics of traditional 
criminals 

 What is interesting is that out of all the individuals 
analyzed, those who started hacking later in life, which is 
roughly 38%, all reported either family problems or economic 
problems that affected them or their family [12][20-22][26- 
31]. They got involved in hacking by changing various jobs in 
an attempt to find a job that pays well and is satisfactory, or, 
they already worked in something IT related but were 
unsatisfied with either the pay or the job. From their reports, 
many black hat hackers start off as white hat hackers but start 
working illegally because they don't like the pay. The digital 
minister of Thailand (who is also subject of this study because 
she is a former hacker) keeps pushing for 7% of the 
government budget to go to white hat hackers, because of this 
phenomenon.  

The hackers that started early in life usually did so by 
digging the libraries or internet for whatever they were curious 
at the moment [4-12][14-19][23-25][32-33]. They were 
approached by either family members, friends or online 
individuals that helped them develop their hacking skills and 
eventually ended up in closed communities of either white hat 
or black hat hackers. Many of these children/teenagers were 
not fully in control or aware of what they were doing. They 
started by using ready-made software or freaking with 
hardware components of electrical devices. Many stalked 
people online to gather information for social engineering, 
also in cyber stalkers often a recidivism is noticed [35]. 
Because of the fact that the people that helped them were other 
hackers that usually worked with stolen credit card 
information, they paid the young cybercriminals by having 
them make a list of things that they wanted that were then 
bought illegally and sent to them. On the other hand, those that 
were under the right influence, were incouraged to participate 
in various hacking competitions and gradually started working 
as white hat hackers, specifically bug hunters. 

 

 

TABLE IV.  SIMILARITIES AND DIFFERENCES BETWEEN 
CYBERCRIMINALS THAT STARTED EARLY AND LATE IN LIFE 

Observed characteristics in cybercriminals 
Early in life (under 20) Late in life (over 20) 

- Curiosity 
- Persistance 
- Open to new experiences 
- Easily bored with routine 
- Easily influenced 
- Easily swayed 

- Curiosity 
- Persistance 
- Open to new experiences 
- Easily bored with routine 
- Hard to change their minds 
- Think things through 

  

 It is important to note that, after these individuals did jail 
time, when they went out in society, they had a lot of trouble 
getting employed (because of their criminal record), so they 
ended up taking hacking or scamming tasks that pay them, 
even if in the past they had worked alone out of curiosity or 
for practical jokes. Although some of the subjects were 
socially awkward or had trouble socializing because of 
external reasons (frequent movement, academic success...), 
they don't seem to have a problem when making friends that 
indulge in similar cyber activities, which implies that as these 
children grow into adults, they tend to form isolated groups of 
likely -minded people. The incredible danger in this lies in the 
fact that many of them, after facing difficulties in 
employment, will turn for help to acquaintances in these 
communities, which only takes them further down the rabbit 
hole.  

As these people grow up, they seem to become more alike. 
All of the participants regarded themselves as the ultimate 
judge for what is true and what is moral. Usually criminals 
know that they're committing a crime and get some sort of ego 
boost from doing something they shouldn't, or they blame 
their behavior on the economy, but cybercriminals seem to 
have a unique personal ethical system. When asked about their 
feelings and their take on their crimes, one group justified 
themselves saying they were harmless pranks, something they 
had to do to survive or they blatantly denied it was crime, 
because, in their perspective, they were doing something 
good, something heroic. The other group saw it as simple 
business, claiming that everybody does it so it's not a big deal. 
Many were careful to not get in trouble with the police by 
taking advantage of many gray areas in criminal law.  

Depending on how early in life they started cybercriminal 
activities, these "moral systems" were either based on 
justifications and a bit of self-lies, or they were quite 
reasonable.  

Although young cybercriminals were more easily swayed 
and did not question the motives of their friends, in general all 
cybercriminals got involved in the world of cybercrime by the 
help of people they knew, or people that they met online while 
surfing the internet out of curiosity. An important point to 
make is the fact that, as also illustrated in fig.2, white hat 
hackers were less isolated socially and therefore more 
susceptible to the influence of their families and/or real-life 
friends, whereas black hat hackers often got involved in online 
communities where they met other, already experienced black 
hat-hackers. The last group also had very little to say about 
their relationships with their families, indicating that they 
were, at best, not close with family members and didn’t share 
much with them. 
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a) 
 

b) 

Fig. 2. a) People that influenced black hat hackers; b) People that 
influenced white hat hackers 

 

V. STUDY LIMITATIONS 
Although the sample frame includes individuals from 

various backgrounds and ethnicities: American, Australian, 
Turkish, Swedish, Chinese, Taiwanese, Japanese and Italian, 
the criteria for the videos that can be chosen made it extremely 
difficult to reach the number that was expected in the 
beginning, still, the total number of videos and subjects 
reaches the minimum required for statistical analysis (10 to 30 
observations). 

VI. SUMMARY 
Study results reveal that cybercriminals that were analysed 

in this process barely exhibited any of the listed traits of 
stereotypical criminal behaviour, with the exception of those 
that were doing illegal cyber activity using leaked and stolen 
data or readymade software. Although not asocial, many to all 
of their close friends were people knowledgeable and 
experienced in cybercriminal activities. They all had their own 
internal logic system that they used to determine whether what 
they did was right or wrong.  

It is plausible to consider that what made a difference lied 
not as much in the personality traits as it did in the socio-
economic factors. Children that had adults that they trusted 
were more likely to be encouraged to find legal ways of 
making a living by hacking, whereas children that did not 
share much with family and friends were likely to end up 
getting close with anonymous criminals online. Even as adults 
with huge economical disadvantages, they did start out as 
white hat hackers, and what would make a difference was how 
well informed they were by friends, company, news etc. about 
the road that they were about to take and how isolated they 
were from society. 
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