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Abstract 

 

Data security is the main challenge of any internet communication, the world is facing many major cyber-attacks, and many jobs 

today cannot be done without the use of internet. It is impossible for a medium that transmits data to be secure all the time. The 

higher the speed of communication, the greater the chance of errors. Educational institutions face a range of cyber security threats, 

including malware infections and data misuse. This paper will analyze the types of cybernetic security threats faced by 

educational institutions in Kosovo and the impact they may have on students, teachers, and staff. It also examines the various 

strategies that can be implemented to reduce these risks, such as using passwords, regularly updating software and systems, and 

providing information security training to staff and students. The research is based on a review of existing literature and case 

studies, as well as interviews with cyber security experts and cyber technology professionals in the education sector in Kosovo. 
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1. Introduction 

 

Security is the preservation of knowledge, data information.Cyber security is of great importance if we talk 

about it and activism in the field of technology.During the great use of technology, the awareness of 

cybercrimes and attacks that occur in various institutions that are hidden behind public perception increases a 

lot[1].Education for cyber security is one of the main topics in every institution of higher education; all 

academics in this field have given priority to the security of the data that is possessed in these institutions [2] 

Cyber security is made for information security. Keeping information secure is a major challenge nowadays. 

Given the unlimited number of free websites, the Internet undeniably has a recovered mode known as 

cybercrime. Governments and private sectors are taking many measures to control these cyber crimes. 

Addressing cyber security is still a big deal [3] Cyber ethics is nothing but the code of the internet. Practicing 

cyber ethics is a good chance for the entire Internet to be correct and protected [4] 

 

2. Cyber Security  

 

Cybercrime is a growing term, icily it is an activity carried out by different people through computers and the 

Internet. Cybercrime refers to the part of misuse, receiving unauthorized documents, using illegal programs, 

disturbing either a person or an entire institution. Cyber crimes are committed by hacking the software and 

hardware of a respective institution. With the increase in the use of the Internet and technology, the increase 
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in cyber crimes is inevitable. The Internet is the one that initiates a cyber attack, which is very popular in our 

society. [5] 

 

3. Cyber Security in Educational Institutes  

 

Every educational institution has sensitive data for academic staff, students and other employees. 

There are several types of attacks that educational institutions face, among the most common ones we 

encounter are: phishing, DDoS attacks, ransomware and terrorist and internal threats. 

Phishing is one of the attacks with the most popular techniques for educational institutions; universities receive 

millions of phishing emails every year [6]. 

Spear-fishing is one of the methods in university networks, where it provides access to all valuable data, 

whether personal, financial system and all research networks used within the university. 

Many people use recent social events to take advantage of people. 

An example is the time of the COVID-19 pandemic [7] Also, the beginning of an academic year increases the 

possibility of phishing emails that offer various free opportunities on the Internet [8] 

Where the interest of the students is great to get the first information about their future and they can enter the 

site or hack their system without realizing it. 

Another attack that happened in educational institutions is the DDoS attack. DDoS attacks. 

In 2016, 63 UK universities had suffered from DDoS Attacks[9,10] while in 2019 DDoS attacks continued to 

be on the rise, with a successful attack on the University of Edinburgh making headlines [11]. 

In 2021, there was a 102% increase in such attacks targeting universities, colleges and schools with a DDoS 

attack occurring every three seconds [11]. 

Another attack that threatens educational institutions is the ransomware attack against schools, colleges and 

universities. It is important that all educational institutions take the appropriate measures to protect themselves 

from these attacks, but also in cases where they happen to recover quickly from ransomware attacks, how to 

keep the various data in reserve, especially the most important ones for the university, as well as a strategy for 

the data circulating on the Internet in relation to the respective university[12] 

In addition to external or internal persons who may be a risk for an institution, students themselves may pose 

a risk and may be an easy target of phishing attacks, many students want to change their grades, then the test 

Theirs for revenge, whether against the friend or the teacher. [13]. 

According to some research, cyber attacks are also investigated among students, in the educational context, 

students are special cases and have more access than other external personnel. 

Due to the trust that is given to the student [to access the official website of the university as well as the 

applications used within the university, it is easier to carry out a cyber attack.[14]. 

Students should be guided to be in the interest of the institution to curb the desire to carry out an attack on the 

institution where it is registered [16]. 

Universities must maintain a balance in order to manage the threats that may be presented by the students 

themselves, recognizing the capacity they possess, and prioritizing the data that must be absolutely 

confidential[15]. 
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4. Examples of cyber security in different universities 

 

In South Africa, section 51(6)(g) of the Cybercrime and Cybersecurity Bill specifies some guidelines regarding 

the development and implementation of cyberspace analysis in Southern Africa, also includes training, 

education programs of development in relation to cyber security.  

Awareness is conceptualized as consisting of knowledge, skills and actual behavior and attitudes of these 

elements.(16) 

Another research related to cyber security was also done in Saudi Arabia. 

The government of Saudi Arabia has proposed various cyber security frameworks based on all IT systems. 

This research presents a Cyber Security Maturity Assessment Framework (SCMAF) for HEIs in Saudi Arabia. 

SCMAF is a platform that can serve all the people even in different institutions except for higher education, 

where it can serve as a web by taking the network that is offered on the Internet, providing the data. The 

development of digital infrastructure is a key objective of Saudi Arabia 2030. 

During the data transfer there is the possibility of different attacks from different organizations, and the main 

goal is to avoid cyber attacks and the information remains safe[17] 

Even in my country in educational institutions in Kosovo, cyber security is a growing problem. Curricula for 

educational systems include information and competencies of communication technology (ICT) and online 

services offered by these institutions. Schools face problems related to ICT. Many schools are not equipped 

with ICT equipment and many institutions have a limited number of teachers available for ICT-related 

knowledge. 

Universities and higher education centers offer study programs in various fields related to cyber security, they 

also offer training for cyber security specialists. Regardless of these possibilities, TIK courses remain limited, 

and this is one of the reasons why students or staff cannot protect themselves from attacks that come to the 

systems in which they have accounts and have all their personal data. [31]  

 

5. Cyber security challenges  

 

Cyber security faces many challenges including data loss, privacy concerns, risk management in cyber 

development. Cyber security education is an important topic of attention for everyone, as it can cause a global 

shortage of cyber security experts. For example, the 2019 Cybersecurity Workforce Study [18] estimates that 

there is a shortage of 4.07 million cybersecurity experts. The status of the cyber security education system, 

which due to the lack of supply and demand cannot provide enough graduates to meet the needs of the industry 

[19] Developing a professional framework with good skills is the main goal of every educational institution. 

The NICE framework links theoretical concepts to real-world practice. 

It defines job roles and related tasks, as well as the knowledge, skills and abilities (KSA) that are needed for 

specific roles to perform assigned tasks. The combined framework consists of three levels: Categories, 

Specialized Areas and Job Roles.[20] The category level groups work and workers to perform the function 

regardless of the professional title they possess. The categories contain groups of cyber work that are otherwise 

called specialized areas[20]. 
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6. Cyber attacks  

 

During the last years, with the great use of technology, a problem has been presented that affects our daily life: 

cybercrime. In educational institutions, this problem is more open due to the use of different types of networks 

and the equipment connected to those networks. 

This problem is also affected by the educational and research activities carried out by the academic staff, 

academic assistants, students, as well as computer and research systems in various fields. The members of an 

educational institution can be the first victims of different types of attacks such as (social engineering, DDOS 

attacks, trojans, viruses, and worms), for this reason favorable variants must be found to avoid cybercrimes. 

The first variant is the restriction of access to some parts of the educational institution or even to some parts 

of the official website of the university. The seriousness of this part is very important since cyber attacks can 

be destroyed, but after they happen and take the data of the institution, in this way the creation of security 

barriers can limit access for all the people of an institution. Members of the educational institution may be 

victims of cyber attacks and may not be able to exit or stop the attack while it is happening. 

Cyber attacks also in higher education institutions target the personal data of the staff aiming to deceive the 

banking system or the system of other institutions where that person is registered. 

The frequency of cyber attacks increases proportionally with the increase in the number of devices that can be 

connected to an institution's servers. [21] Phishing is a method of identity theft, the people who carry out these 

attacks, any information is valid to get what they want. 

In institutions of higher education, when a phishing attack occurs, hackers or attackers send emails or messages 

to clients from various companies or institutions important to the university. 

The text in the phishing e-mail varies from one phishing attack to another, displaying technical errors that must 

be selected by entering the data of the person to whom it is sent, continuing until the messages that promise 

certain profits that the attack requires. This type of attack is almost as old as the Internet itself. Cyber attackers 

also use social engineering to deceive users, infecting their computer with various viruses, obtaining personal 

data, and thus also obtaining bank information and money in the bank, as well as any work data, scientific or 

research they do on the Internet. 

Ransomware attacks are another type of attack that occurs from malicious software that is designed to prevent 

access to a computer system until a certain amount is paid. Ransomware is another attack that can happen in 

higher education institutions, where data is exchanged with ransomware attackers [22]. 

DOS Denial of Service is the denial of DDOS service distribution. These are two of the most dangerous threats 

facing higher education institutions. DOS - Denial of Service is a cyber attack on an individual computer or 

on many computers that limits or prevents the legitimate user from accessing his personal resources. [23] In 

most educational institutions, there is a lack of staff with certain experience in cyber security, as well as a lack 

of material for the purchase of high-performance equipment, leading to the conclusion that it is impossible to 

monitor the equipment owned and the network activities that occur during the day. The people who are part of 

the IT teams are an important cause of the IT systems. 

Part of the IT team must ensure that the equipment and old choices benefit from the benefits that any software 

that works all the time can have. [24] In educational institutions, many members of the academic staff and 

students do not have specific knowledge of cyber security, for this reason the use of technology also increases 

the attacks that can occur within the institution. To use technology without jeopardizing the security of an 

institution, we must develop and implement a defense strategy against digital attacks that occur. The 

development of cyber security culture can make an IT user verify the authenticity of the sender's mail 
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requesting various personal information.[25]The achievement of a cultural plan of the cyber society is 

unknown. This can be done in four steps as follows: [26] 

    1. Acknowledgment of the film, which has a role in the realization of the culture plan of cyber Americans. 

    2. Measure the current level of cyber society culture of targeted audit at the academic level. 

    3. Designing a cultural plan of cyber societies in this institution. 

    4. Implementation of an updated cultural plan of cyber friends in the environment 

    5. Acquiring the most advanced, efficient programs against cyber attacks.[27, 28]  

 

7. Structures Management Information System - SMIS 

 

The management system used in universities serves students and academics, as well as staff working in the 

institution. Access to the system is granted through a unique username and password, which is given to each 

member of academic staff and registered student. 

Each student has his own unique username and private password, which he uses to access his personal account 

within the Student Management Information System (SMIS). 

SIEM (Security Information Event Management) Security Information and Event Management (SIEM) is a 

system that can analyze security events in real time, while providing long-term log storage, historical reporting 

and trend analysis. 

These serve as alerts for events that may occur in the system, SIEM is able to provide information security.[27]  

Research, G. (2011). How to deploy SIEM technology. Technical report. 

 The use of the SIEM system is determined by the need to secure the information. 

In this application, all important data or news, notifications that students should have, whether for lectures, 

exercises, schedule, personal academic progress, are available. There are different models of this system that 

are used by all institutions of higher education, they may have different differences between themselves such 

as in logo, name, design, operation, port, they all have the same role and types of data. which they possess are 

for the staff and students who are registered. 

Care must be taken for students who complete their academic studies, access is prohibited, as they may misuse 

the information that a professor can display, or the data of other students. [27] 

 

8. Evaluation of the use of the SMIS application  

 

Regarding the SMIS application, the questionnaire conducted with the students provided valuable insights. 

Here is a summary of the findings: 

 Cyber Security Knowledge: 68.2% of the students had prior knowledge about cyber security, 

understanding its importance in protecting data stored on digital devices, including educational 

institutions. 

 Awareness of the SMIS Application: 27.5% of the students had prior knowledge of the SMIS 

application, with some hearing about it from their parents or siblings, while the others were unaware 

of it.  

 Data Misuse: None of the students reported any instances of their data being misused within the 

university system.  

 Preferences for Online Program Usage: 87.9% of the students preferred receiving information 

through the online application, appreciating the convenience of accessing it anytime and anywhere. 
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 Application Usage Platforms: 79.9% of the students confirmed having the opportunity to use the 

application across different platforms. 

 Purposes of SMIS Usage: Students primarily used the SMIS application for registration (50.7%), 

checking grades (80.5%), receiving exam notifications (99.9%), accessing literature (63.1%), and 

checking personal data (48.5%). 

 Access Method: Students predominantly accessed the application using a password (100%), with some 

also relying on email authentication (80.3%) and number authentication (23.6%). 

 Frequency of App Usage: Students reported varying usage frequencies, with 49.9% using the app 

weekly, 22.7% using it monthly, and 28.3% using it daily. 

 Encountered Problems: 67.2% of students reported encountering problems while using the 

application, while the remaining 33.8% had no issues or experienced problems with data retrieval. 

 Data Modification: None of the students reported any changes or modifications to t 

 Ease of Use: 75.5% of students found the university application easy to use, while 24.5% considered 

it normal in terms of usability. 

 Reliability of Information: 43.3% of students found the application very reliable in providing accurate 

and up-to-date information about their academic progress, while 27.4% considered it reliable and 

29.3% remained neutral. 

 Satisfaction with Features and Functionality: 67.2% of the students were very satisfied with the 

features and functionality of the system, while 32.8% of the students were somewhat satisfied. 

 Application Support: 60.3% of students considered the application's support team very responsible in 

dealing with technical issues and problem resolution, while 39.7% remained neutral. 

 Reporting Suspicious Activities: 70.4% of students reported suspicious activities encountered while 

using the application, while 29.6% did not report such activities.  

These findings provide insights into the students' awareness, usage, and satisfaction with the SMIS application, 

highlighting areas of success as well as potential areas for improvement. 

 

9. Conclusions 

 

Cyber security holds immense importance for educational institutions, particularly for students in today's 

digital age. It is the responsibility of educational institutions to ensure that students are well-informed and 

educated about data protection on the internet. 

Through their academic programs, students can gain access to materials related to cyber security, helping them 

stay safe in the digital landscape. It is crucial for academic staff, regardless of their field of study, to possess 

knowledge about protecting personal data, securing materials posted in information management applications, 

and safeguarding student records. In the event of any type of hack or cyber-attack within an educational 

institution, staff members must be promptly notified. They should also receive timely alerts about potential 

attacks or viruses that may compromise their accounts. 

Based on the questionnaires conducted with students, several conclusions can be drawn. Students pursuing 

distance learning are more actively engaged with the faculty's applications, staying informed about lectures, 

materials, training opportunities, and reviewing their personal data. 

Many students had not used applications like SMIS before enrolling in the faculty, but they were able to access 

the SMIS application on various platforms and retrieve the necessary information. The majority of students 

expressed confidence and felt secure using the SMIS application, believing that their data would not be 
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modified by unauthorized individuals, whether from outside or inside the faculty. Students also trusted the 

security measures in place to prevent unauthorized access to their accounts. 

Students spend a significant amount of time using the SMIS application to receive notifications and download 

educational materials. 

In conclusion, it is vital to educate students about the potential risks of account hacking, early warning signs 

of data theft, and the types of external attacks or viruses they may encounter. They should be informed about 

malicious websites and phishing emails to prevent unauthorized access to their computer systems. 

Given the rapid development of various artificial intelligence devices, it is essential for everyone to stay 

informed and continuously learn about cyber security. By fostering a culture of cyber security awareness, 

educational institutions can help students navigate the digital landscape safely and protect their valuable data. 
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